
CARBONETES LITE CLIENT - 
Application Security Posture 
Management (ASPM)

Overview

The Carbonetes Lite Client is an affordable, source-available security tool designed for individual 
developers. Priced at a one-time license fee of $49 per user, the Lite Client offers essential security 
checks integrated directly into your development workflows. It combines Carbonetes' open-source 
security tools into a single, easy-to-use package, helping you identify vulnerabilities, detect secrets, 
and ensure compliance.

Key Features

CARBONETES LITE

﻿
   Vulnerability Management                                  

Quickly scans for vulnerabilities in your container image file 
system, allowing you to address security risks early in the 
development process.



Integration Capabilities

﻿
   Secrets Scanning                                    

Ensures sensitive information, like API keys and credentials, are 
not exposed to potential attackers.

﻿
   License Compliance                                      

Detects licenses in your container image file system.

﻿    Software Bill of Materials (SBOM)                                    

Generates SBOMs to track every library and dependency, 
providing full visibility into your software supply chain.

﻿
   Infrastructure as Code (IaC) Analysis                                    

Analyzes Terraform scripts for misconfigurations and security 
risks to ensure compliance with cloud best practices.

﻿
   Policies                                    

Create and manage policies across each analyzer with pre-
defined and customizable policy rules.



 

Benefits

﻿
   Code Repositories                          

Compatible with GitHub, Bitbucket, and GitLab for seamless 
integration.

﻿
  CI/CD Pipelines                             

Integrates easily into Jenkins, CircleCI, Azure Pipelines, and 
GitLab Pipelines, and more, for automated security checks.

﻿    Container Registries                              

Supports limited cloud-based container registries for continuous 
security scanning. 
AWS Container Registry, Google Container Registry, Azure 
Container Registry, Oracle Container Registry and Docker 
Private Registry 

﻿
   Collaboration Tools                

Integrates with Jira and Slack to streamline security issue 
tracking and communication.



Technical Specifications

﻿
   Affordable Security Solution                    

At a one-time fee of  $49 per user, Carbonetes Lite provides 
robust security tools at an accessible price.

﻿
   Easy Integration                                

Integrates seamlessly into your existing development workflows 
and CI/CD pipelines with minimal setup required.

﻿
   Upgrade Path

Easily upgrade to the enterprise SaaS version for access to 
advanced features such as auto-remediation, team support, 
RBAC, and governance controls.

﻿
Developer-Friendly

Designed for ease of  use with a straightforward dashboard and 
policy engine.

﻿    Supported Security Engines                    

BOM Diggity: Generates SBOMs and analyzes dependencies, 
licenses and secrets.
Jacked: Scans for vulnerabilities based on the SBOM.
BrainIAC: Analyzes IaC scripts against best practices.



System Requirements

Pricing

﻿
   Platform Compatibility                                

Runs on any system with Docker

  Operating System                

Runs on any system with Docker

   Hardware Requirements                                

Minimal system resources required.

   One-Time License Fee                            

$49 per user (lifetime access)



Contact Information

Website: www.carbonetes.com
Email: sales@carbonetes.com
Support Email: support@carbonetes.com

https://www.carbonetes.com/
https://www.carbonetes.com/

